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Online Faculty Development Programme on “Social and Bio-Inspired Cyber Threat
Intelligence Defense Systems” Sponsored by AICTE TRAINING AND LEARNING (ATAL) ACADEMY
Organized by Department of Information Technology

AICTE Training and Learning (ATAL) Academy sponsored online Faculty Development
Programme (FDP) on “Social and Bio-Inspired Cyber Threat Intelligence Defense Systems” is
organized by the Department of Information Technology, Sree Vidyanikethan Engineering College
(Autonomous), Tirupati, Andhra Pradesh, India, during August 23 - 27™, 2021. An amount of
Rs. 93,000.00 (Rupees Ninety Three Thousands only) is sanctioned to Dr. V. Jyothsna on
July 26, 2021 (F.No.:01_/AICTE/ATAL-HQ/2020-21/163(12)) for organizing the FDP.

The online FDP is conducted using the Google meet conference. A total of 121 participants
from 15 states of the country participated in the FDP. The participants are the faculty and the
research scholars of various engineering colleges and government institutions across the country.
Further, the participants are trained by the industry experts and also the faculty from the reputed
institutions. The FDP has received an overwhelming response from the participants. A total of 14
sessions are conducted. Out of 14, 13 are technical sessions and one is on “Right mode of
thinking, Decision Making and Stress Management” to promote the FIT INDIA movement across
the country.

The main objective of the FDP is to bring together the research accomplishments provided in
the field of digital forensics and to explore the developed and deployed tools and techniques for
cyber resilience, cyber security, protecting the cyber infrastructure, cyber forensic and cyber
crimes. This FDP also enumerates the significance of nature-inspired and social-inspired solutions
leading to self-secure and self-defending systems.

The outcomes of the FDP are as follows:
% Acquire enhanced knowledge on significant theories, technology and applications, and devise

new methods to overcome the major problems in cyber security.
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< Gain skills for designing cybermatics and the implementation of their applications, protocols
and Cyber security mechanisms to manage and to control at different scales of systems, from

local to global.

< Acquire practical skills on latest tools and technologies and applications to combat security

issues in Internet, IoT, Cyber physical and social systems.

The inaugural function of the online FDP is scheduled on August 23, 2021 at 9:00 AM. In
the inaugural function, Ms. C. Silpa, Assistant Professor, Department of Information Technology
welcomed the dignitaries and all the participants to the online FDP. The event is started with a
prayer song followed by a welcome speech by the coordinator.

Dr. V. Jyothsna, Coordinator of ATAL FDP welcomed the chief guest, the participants and
thanked the ATAL academy for sponsoring the FDP. Further, the coordinator highlighted the
objective and motivation of the FDP, the topics to be discussed and the outcomes of the FDP.
Later, Dr. B. M. Satish, Principal, SVEC and Dr. K. Ramani, Head and Professor, Department of
Information Technology, SVEC enlighted the participants regarding the fast development of new

cyber threats and numerous information security issues which are exploited by cyber criminals.
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Dr. V. Jyothsna, Coordinator of ATAL FDP is giving the welcome speech.
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Dr. B. M. Satish, Principal, SVEC addressing the participants

August 23, 2021 (Day - 1, Session — 1)

Smt. Shubhamangala Sunil, Founder and Director, Global Cyber Security Response Team
(GCSRT), Bengaluru acted as a resource person for the first two sessions of Day-1 to deliver the
fundamental concepts of cyber security. The first session of Day-1 was started at 09:30 AM. The

participants are trained on the following concepts :

e Cyberspace operations
e Securely interconnected cyber systems (firewalls, cross-domain security solutions)
e Self-securing and self-defending cyber systems

e Business and cyber security
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Smt. Shubhamangala Sunil is explaining Business and cyber security.
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Smt. Shubhamangala Sunil is explaining the domaind needed security
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August 23, 2021 (Day - 1, Session - 2)

The second session of Day-1 was started at 11:30 AM. In this session, Smt.
Shubhamangala Sunil explained the Social engineering. The participants were introduced with
the practical examples of the following concepts:

e Social engineering
e Security technologies for protecting cyber systems and devices

e Ransomware attack
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Smt. Shubhamangala Sunil demontrating the hand-on for encrypting the files

August 23, 2021 (Day - 1, Session - 3)

The final session of Day-1 started at 2:30 PM. In this session, Dr. Bipin Kumar Rai Professor &
Head (Information Technology), ABES Institute of Technology, Ghaziabad explained Potential of
Block chain technologies for privacy and security of Social network use cases. The participants have

gained the practical knowledge on the following concepts.

e Blockchain foundations
e Blockchain architecture
e Blockchain security

e Blockchain privacy

Hyperledger, Ethereum
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Dr. Bipin Kumar Rai is explaining the use cases.

August 24, 2021 (Day - 2, Session - 1)

Dr. Pradeep Kumar T S, Associate Professor, VIT University,Chennai acted as a resource person
for all the three sessions of Day-2. Ms. C. Silpa, Assistant Professor, Department of IT introduced
Dr. Pradeep Kumar T S to the partcipants. Dr. Pradeep Kumar T S has conducted the sessions
on Cyber Infrastructure. The first session of Day-2 was started at 9:30 AM. In this session,
Dr. Pradeep Kumar explained the implementation of Cyber Infrastructure. The participants have
gained the practical knowledge on the following concepts.

e Cyber-enabled critical infrastructure systems
e Cyber-physical systems and Internet of Things
e Special application domains such as smart grid, traffic management systems, autonomous

driving, etc.
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Dr. Pradeep Kumar T S, Associate Professor, VIT University,Chennai

@® REC . » Dr.PradeepKumar T S is presenting

Examples of Attacks on Smart Manufacturing

Attacks Targets Definition Example. Impacts

Denial of Control action (Operation) Delaying or blocking the transfer of control Adversaries launch DoS attack on remote Degrading control performance (e.g. State
messages between system operator and state estimation estimation aceuracy),
control system Adversaries launch DoS attack on sensing Causing fluctuation in the industrial
1oop of smart grid systems (e.g, power system).

® Priyanka Bhojwani
Manipulate control logic (Operation)  Modifying the control software that Advarsaries can launch command injection Overwriting programs to make PLC
itanction

automatically operates the control system attacks to overwrite the control logic (e.g., malfunct
ladder logic in Programmable logic
controller (PLC))
Reprogram controllers (Service and Changing the programs of controllers that Adversaries can change parts of the PLC Madifying controllers to operate irregularly
Operation) trol or improperly.

Modify safety system (Management) Modifying safety systems to disrupt Due to a cyber-incident, the safety systems Damaging safety protection mechanisms, S
emergency management of control behave errantly been deployed to which oth ‘event control systems
systems cause nuclear plant shutdown) fr unsafe states (May induce

Srio6f system status: information Sending falks sysem statu information to Adversaries can launch manivthemddls Injecting false “respanses” or false Sonia Delicate
{Operation) system operator to induce inaccurate attack, sending false messages to system commands in control systems.

Malicious software (Operation) Introducing malicious software to control Adversaries introduce Stuxnet or other Malicious software gains unauthorized
systems ‘maware/virus/worm to compromise PLC.  control of the control system
Malicious. software steals important and
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Dr. Pradeep Kumar T S is explaining the different types of attacks.
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Dr. Pradeep Kumar T S is explaining the Research Opportunities

August 24, 2021 (Day - 2, Session - 2)

The second session of the Day-2 was started at 11.30 AM. 1In this session,
Dr. Pradeep Kumar T S has demonstrated the following topics:
e Cyber Resilience and its simulations

e Cyber Cities and Cyber Environments.

e Ptolemy II - Simulation of Hybrid system

@ REC ’; Dr. Pradeepkumar TS is presenting

Ptolemy II
- Simulation and Emulation of Hybrid Systems

- embedded Systems but now this suites well for the CPS or CIS
- Critical Infrastructure Systems|

Dr. Pradeepkumar TS
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Dr. Pradeep Kumar T S simulating the Cyber Physical Systems
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- Dr. Pradeepkumar TS is presenting
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Dr. Pradeep Kumar T S is Demontrating Ptolemy II - Simulation of Hybrid system

August 24, 2021 (Day - 2, Session - 3)

In this session, Dr. Pradeep Kumar T S delivered practical simulation of Urban mobility using

SUMO tool for Cyber Resilience He explained the various senarios of traffic mobility and also the

various parameters of each vehicle.

@ REC ‘; Dr. Pradeepkumar TS is presenting

>

Smart Transportation System

SUMO - Simulation of Urban mobility
- Windows, Linux, Mac 0S
- SUMO output can be sent to networks for VANETs (Vehicular Networks)
- Floating Car Data (FCD) to be sent to ns2 or ns3 or omnetpp for enabling the
cars as nodes in the network and packet exchange between the cars, then make the cars
as vulnerable so that they are attacker nodes or enable security to the packets so
that they can encrypt/decrypt and sent/receive from the other cars

-V2V, V2I (vehicle to Infrastructure), Traffic Lights is called the Road Side UNIT
(RSU) .
-Free and open source

OFPPONA

Method 1 and Method 2

MEthod 1 - Our Own Desi

We can design our own roads and traffic lights and edges (lanes) and the number of cars,
vehicles, trucks, pedestrian, buses, motorcycles, etc.

9
a
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Dr. Pradeep Kumar T S is Demontrating the SUMO tool
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August 25, 2021 (Day - 3, Session - 1)

The first two sessions of the Day-3 was handled by Dr. Sathish Babu B, Professor, Dept. of
Computer Science, R V College of Engineering, Bengaluru. The first session was started at
09.30 AM. Ms. Prathima, Assistant Professor, Department of IT introduced the resource person
to the participants. He delivered a session on Intelligent Cyber Security Solutions. The participants
have gained the knowledge on the following concepts:

e Attack vectors

Al and adoption challenges

Benefits of Al in cyber security

AI in Cyber Security

Use of ML in Cyber Security
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Ms. Ch. Prathima introducing the resource person to the participants
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@® REC 3 Dr. B Sathish Babu is presenting

Quick Recap...

Cyber Security definition: It is array of technologies, processes, and practices designed to protect networks, devices,
programs and data from attack, damage or unauthorized access (It is the important component of national security
strategies)

Application Domains: Government, Military, Corporate, Financial, Medical, etc. etc.
Sensitive data assets: Intellectual Property, Financial data, Personal Information, etc. etc.

Recent Challenges:

v'Ransomware Evolution
v'Blockchain revolution

Sai Reethi
vloT Threats

v'Al Expansion

8-
v'Serverless Apps Vulnerability R \‘\,.}-

52 others

56
FDP on SBCTIDS H 2 =

Dr. Sathish Babu B explaining the basic concepts

August 25, 2021 (Day - 3, Session - 2)

The second session of the Day-3 was started at 11.30 AM. He delivered a session on Cognitive

theories and Cognitive Security. The participants have gained the knowledge on the following

concepts:

J Cognitive computing and Al

o Cognitive Security?

o Next era of security

. Securing CPS

o Computational intelligence perspective
. Cognitive CPS
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Dr. Sathish Babu B explaining the basic concepts of Cognitive computing and Al

@® REC c Dr. B Sathish Babu is presenting
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Cognitive and analytics make a powerful combination

Cognitive and analytics solution to combat smuggling. In one of its simplest applications,
analysts look for clues that help them determine which containers at the country’s ports
potentially hold smuggled goods.

One agency combines cognitive search and discovery capabilities with an analytics solution
that helps analysts find the same name in millions of text documents where it might be
spelled in hundreds of different ways.

Dr. B Sathish Babu

M 2

“Training isn’t teaching the system everything — it is teaching it enough so it can
predict what it doesn’t know.” — Scott Spangler, Principal Data Scientist & Distinguished

Engineer, IBM Watson 54 others
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Dr. Sathish Babu B explaining the Cognitive Analytics
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August 25, 2021 (Day - 3, Session - 3)

The last session of the Day-3 was started at 02:30 PM. As a part of FIT INDIA movement and to
promote it across the country, the session on “Decision Making and Stress Managent” is
conducted. This session was delivered by Dr. B. Anitha, Assistant Professor (SL), Department of
BS and H, Sree Vidyanikethan Engineering College (Autonomous), Tirupati. Ms. C. Silpa,
Assistant Professor, Department of IT introduced the resource person to the participants. Dr. B.

Anitha explained the following:

e Right mode of thinking

e Decision Making

e Stress management strategies include controlling thoughts, goal setting, time
management, task priority and realistic deadline settings, regular excercises and relaxing

techniques.

@® REC A Anitha B is presenting
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Dr. B. Anitha is explaining the Right mode of thinking.
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@ REC A Anitha B is presenting

Anitha B Divya Divakar

Exercise
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Dr. B. Anitha is explaining stress management.

August 26, 2021 (Day - 4, Session - 1)

Dr. Sandeep Kumar, Associate Professor, CHIRST (Deemed to be University), Bangalore acted as
a resource person for the first two sessions of Day-4. The first session of Day-4 was started at
9:30 AM. Ms. C. Silpa, Assistant Professor, Department of IT introduced the resource person to

the participants.
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Ms. C. Silpa introducing the resource person to the Participants
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In this session, the participants have gained knowledge on the following:
) Spider monkey Optimization

o Artificial Bee Colony Algorithm
@ REC @ Sandeep Kumar Computer Science and Engineering is presenting

Spider Monkey Optimization (SMO) algorithm Basic SMO Algorithm

Recent Research Contributions in SMO

Spider Monkey Optimization (SMO) algorithm

SMO is based on the mathematical model of foraging behavior of spider monkeys who
follow the fission fusion social structure (FFSS). According to FFSS, monkeys distribute
themselves from larger to minor groups and conversely for better foraging environment.
The main characf@ristics of the FFSS are as follows [2]):

o Initially, all spider monkeys persist in the groups of 40 — 50 individuals.

Q Each group has a leader under whom the food sources are explored. It is termed
as a global leader. In case of insignificant quantity of food, the global leader
breaks the group into small subgroups of three to eight individuals to forage inde-
pendently. SilpaC

0 The decision of searching food in each sub-group is also decided by a leader,
known as local leader.

é
0 The group members maintain social bonds and defensive boundaries by commu- g\ \‘X{‘
nicating among themselves and with other members of the group using a different
type of sound Which i i b sei s m members of the group. 44 others
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Dr. Sandeep Kumar explaning the Spider monkey Optimization Algorithm

eep Kumar Computer Science and Engineering is presenting
@® REC &) Sand Ki C Sci d Engil ing it il

Artificial Bee Colony Optimization

Divya Divakar
Figure: Social behaviour of Honey Bees [13]

PN

52 others
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Dr. Sandeep Kumar explaning the Artificial Bee Colony Optimization Algorithm
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August 26, 2021 (Day - 4, Session - 2)
The session 2 of the Day-4 was started at 11:30 AM. In this session, the participants have got

exposure on Differential Evolution and Particle swarm Optimization algorithms.

@ REC @ Sandeep Kumar Computer Science and Engineering is presenting

Particle Swarm Optimization

PSO is an optimization technique which simulates the birds flocking behavior.
PSO is a dynamic population of active, interactive agents with very little in the
way of inherent intelligence.

In PSO, whole group is called swarm and each individual is called particle which
represents possible candidate’s solution.

The swarm finds food for its self through social learning by observing the
behavior of nearby birds who appeared to be near the food source.

Initially each particle is initialized within the search space randomly and keeps
the information about its personal best position known as pbest, swarm best
position known as gbest and current velocity V with which it is moving, in her
memory. o

Based on these three values, each particle updates its position. In this manner, Sutiinol

whole swarm moves in better direction while following collaborative trail and error
method and converges to single best known solution.

D &
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@® REC @ Sandeep Kumar Computer Science and Engineerina is bresentina

Press | Esc| to exit full screen

Peregrine Preying Pattern based DE
Algorithm

The peregrine falcon is one of the most intelligent raptor from the
falconidae family of birds that hunts and feeds on rodents and

other animals.
)
Peregrine falcons has two imporst is flight with

speed over 200 mph and visual sharpness that are very helpful
while attacking their prey.

Naresh Theddu
The peregrine follows a particular path while chasing prey and it

is similar to logarithmic spiral.
» The peregrine flees along a logarithmic spiral route to avoid the S H

conflict between vision and aerodynamics
45 others
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Dr. Sandeep Kumar explaning Differential Evolution Algorithm
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August 26, 2021 (Day - 4, Session - 3)

The session 3 of the Day-4 was started at 2:30 PM. Dr. R. Padmavathy, Associate Professor,
National Institute of Technology, Warangal acted as a resource person.. In this session, the
resource person enlightened the participants with the concept of Block chain and its application.
The related topics that are discussed in this session are:

e Introduction to Block Chain Technology
e Cryptographic algorithms used to create blocks

e Applications

@ REC P PADMAVATHY R is presenting

The growth of blockchain technology

Blockchain technology revolution started with the invention of Bitcoin in
2008, which is now likely to revolutionize the whole of society.

The primary usage of blockchain was cryptocurrencies, and many new
coins emerged during time. av. paneendra

In 2018, some ideas started to emerge that suggested usage of
blockchain in other areas than cryptocurrencies.

It impacts on every industry, not limited to the financial sector,

s, PADMAVATHY R
government, media, law, and arts etc,.
Roughly around 2025 blockchain technology is expected to become
mature with a high number of users. H a

52 others
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Dr. R. Padmavathy is explaining the Block chain concepts.

@ REC P PADMAVATHY R is presenting

Step 1: Give your public o | mestaestecem s sherng your wreer.
key to sender key to encrypt the plaintext

l
« O
=
plaintext ciphertext
encryption J

PADMAVATHY R

Step 3: Sender gives 4: Use your private key (and
the ciphertext to you rase) to decrypt the ciphertext

e o ‘ : S
= > =) i

ciphertext plaintext
decryption

H a
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Dr. R. Padmavathy is explaining Crypotographic concepts.
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August 27, 2021 (Day - 5, Session - 1)

Mr. Amrendra Sharan, System Programmer (Group-A), Computer Science & Engineering
Department, National Institute of Technical Teachers Training & Research Chandigarh, MHRD
Govt. of India, NITTTR Chandigarh acted as a resource person for the first two sessions of Day-5
to demonstrate hands-on High-Risk Vulnerabilities in Web Applications. The first session of Day-5
was started at 9:30 AM. In this session, Mr. Amrendra Sharan provided hands-on experience on
the following concepts to the participants.

e Demonstration & Hands-on: High-Risk Vulnerabilities in Web Applications & OWASP Top 10
Security Risks.

e IT Security Audit, Hands-on: Vulnerabilities Assessment and Penetration Testing (VAPT) using

Open Source tools

@® REC #8)  Amrendra Sharan is presenting

& demots

AltoroMutual »

LINE BANKING LOG] PERSONAL

Online Banking Login

Amrendra Sharan

) 4

Naresh Theddu

™
S (4
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Mr. Amrendra Sharan is demonstrating the Vulnerabilities in Web Applications
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' Amrendra Sharan is presenting

Website: or-ATAL [Compatibility Mo
DESGN  TRANSITIONS ~ ANIMATIONS ~ SUDESHOW  REVEW  VIEW  ADD-NS  PDF  Aciobat  Storyboarding

— OWASP- Top 10 Vulnerabilities-
2017

OWASP Top 10 - 2017
A1:2017-Injection

A2:2017-Broken Authentication

A3:2017-Sensitive Data Exposure

A4:2017-XML External Entities (XXE)

AS5:2017-Broken Access Control

A6:2017-Security Mlsconﬂgnrnll;ﬁ‘\

kavitha priya
A7:2017-Cross-Site Scripting (XSS)

A8:2017-Insecure Deserialization

A9:2017-Using C with Known Vulner a {Q:,
: )

A10:2017-Insufficient Logging & Monitoring

62 others
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Mr. Amrendra Sharan is explaining the OWASP Top 10 Security Risks
August 27, 2021 (Day - 5, Session - 2)
The second session of Day-5 was started at 11.30 AM. In this session, the participants have
gained the practical knowledge on the folloiwng concepts:
e Hands-on: Advance SQL Injection attacks, Cross-Site Scripting (XSS) attack, Phishing &
CSRF Attack

e Takeover of Web server & Techniques for safeguard from website hacking

»""’ﬁ Amrendra Sharan is presenting

* BO@MNeve »@:

Damn Vulnerable Web App (DVWA) is a PHP/MySQL web application that is damn
vulnerable. Its main goals are to be an aid for security professionals to test their skills
and tools in a legal environment, help web developers better understand the
processes of securing web applications and aid teachers/students to teach/learn web
application security in a class room environment.

Amrendra Sharan

1

Naresh Theddu

-~

S (gfy
51 others
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Mr. Amrendra Sharan is explaining the DVWP web application
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@ REC ﬂ*‘ Amrendra Sharan is presenting
Press | Esc | to exit full screen
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@ About NITTTR @ https://umww.digialen.

Vulnerability: Reflected Cross Site Scripting (XSS) g

rname? | Submit
Rahul

Amrendra Sharan
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Naresh Theddu
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@ REC 4@ Amrendra Sharan is presenting

Website Security Audit-1-session-ATAL [Compatibility Mode] - Pe

HOME  INSERT  DESIGN  TRANSITIONS ~ ANIMATIONS ~ SUDESHOW  REVEW  VIEW  ADD-INS  PDF Storyboarding

Internet Intranet

Oracle, SQL Server,

User requests a web page. Web Server queries the Internal Database only
ot Database records. accessible by the YWeb
Firewalls onf'ﬁy allows port Server.
80 and 443. Internal Firewall only
allows traffic from the No external network
Web Server to the access. kavitha priya
Database.

Layer 1-6 security solutions are ineffective for web securit) o . x U ﬂ

63 others
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Mr. Amrendra Sharan is demonstrating Techniques for safeguard from website hacking

The valedictory function of AICTE Training and Learning (ATAL) Academy sponsored online Faculty
Development Programme (FDP) on “Social and Bio-Inspired Cyber Threat Intelligence
Defense Systems” was started at 02.30 PM on August 27, 2021. In the valedictory function,

Dr. K. Ramani, Head and Professor,Department of Information Technology, SVEC suggested the

Rarticigants to Rractice the conceats that are learnt in the FDP which heIR in imRrovinﬂ the
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personal skills as well as to train the students. Further, Dr. V. Jyothsna, Coordinator of ATAL

FDP requested the participants to give their valuable feedback on the FDP.

X

QY
JyothsnaV Ramarao Adimalla

@

kavitha priya

Sivasubramanian Raja

%

P

Parimalakanagadeva...

R Ramanik
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kavitha priya
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Ms. Divya Divakar is sharing a valuable feedback on the FDP

Dr. V. Jyothsna, Coordinator, ATAL FDP has proposed a Vote-of-Thanks. Initially, the coordinator
thanked the Core team of ATAL for sponsoring the FDP to organize at the national level and also

for their suggestions, support and guidance to conduct the FDP. Later, she thanked the
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participants of various engineering colleges and government institutions across the country for
their enthusiastic participation. Finally, she conveyed her heartfelt thanks to the management,
Sree Vidyanikethan Engineering College (Autonomous), Tirupati, Andhra Pradesh, the Principal,
Head of the Department, Information Technology for their constant support to make this event a

grand success. At the end, she shared the link for the Assessment test.
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