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Department: IT | Dates: August 23rd  – 27th , 2021 

 

Online Faculty Development Programme on “Social and Bio-Inspired Cyber Threat 

Intelligence Defense Systems” Sponsored by AICTE TRAINING AND LEARNING (ATAL) ACADEMY 

Organized by Department of Information Technology 

 

AICTE Training and Learning (ATAL) Academy sponsored online Faculty Development 

Programme (FDP) on “Social and Bio-Inspired Cyber Threat Intelligence Defense Systems” is 

organized by the Department of Information Technology, Sree Vidyanikethan Engineering College 

(Autonomous), Tirupati, Andhra Pradesh, India, during August 23rd – 27th, 2021. An amount of   

Rs. 93,000.00 (Rupees Ninety Three Thousands only) is sanctioned to Dr. V. Jyothsna on       

July 26, 2021 (F.No.:01_/AICTE/ATAL-HQ/2020-21/163(12)) for organizing the FDP. 

The online FDP is conducted using the Google meet conference. A total of 121 participants 

from 15 states of the country participated in the FDP. The participants are the faculty and the 

research scholars of various engineering colleges and government institutions across the country. 

Further, the participants are trained by the industry experts and also the faculty from the reputed 

institutions. The FDP has received an overwhelming response from the participants. A total of 14 

sessions are conducted. Out of 14, 13 are technical sessions and one is on “Right mode of 

thinking, Decision Making and Stress Management” to promote the FIT INDIA movement across 

the country. 

The main objective of the FDP is to bring together the research accomplishments provided in 

the field of digital forensics and to explore the developed and deployed tools and techniques for 

cyber resilience, cyber security, protecting the cyber infrastructure, cyber forensic and cyber 

crimes. This FDP also enumerates the significance of nature-inspired and social-inspired solutions 

leading to self-secure and self-defending systems. 

The outcomes of the FDP are as follows: 

 Acquire enhanced knowledge on significant theories, technology and applications, and devise 

new methods to overcome the major problems in cyber security. 
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 Gain skills for designing cybermatics and the implementation of their applications, protocols 

and Cyber security mechanisms to manage and to control at different scales of systems, from 

local to global.  

 Acquire practical skills on latest tools and technologies and applications to combat security 

issues in Internet, IoT, Cyber physical and social systems. 

The inaugural function of the online FDP is scheduled on August 23, 2021 at 9:00 AM. In 

the inaugural function, Ms. C. Silpa, Assistant Professor, Department of Information Technology 

welcomed the dignitaries and all the participants to the online FDP. The event is started with a 

prayer song followed by a welcome speech by the coordinator. 

Dr. V. Jyothsna, Coordinator of ATAL FDP welcomed the chief guest, the participants and 

thanked the ATAL academy for sponsoring the FDP. Further, the coordinator highlighted the 

objective and motivation of the FDP, the topics to be discussed and the outcomes of the FDP. 

Later, Dr. B. M. Satish, Principal, SVEC and Dr. K. Ramani, Head and Professor, Department of 

Information Technology, SVEC enlighted the participants regarding the fast development of new 

cyber threats and numerous information security issues which are exploited by cyber criminals. 

 
Dr. V. Jyothsna, Coordinator of ATAL FDP is giving the welcome speech. 
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Dr. B. M. Satish, Principal, SVEC addressing the participants 

August 23, 2021 (Day – 1, Session – 1) 

 

Smt. Shubhamangala Sunil, Founder and Director, Global Cyber Security Response Team 

(GCSRT), Bengaluru acted as a resource person for the first two sessions of Day-1 to deliver the 

fundamental concepts of cyber security. The first session of Day-1 was started at 09:30 AM. The 

participants are trained on the following concepts : 

 Cyberspace operations 

 Securely interconnected cyber systems (firewalls, cross-domain security solutions) 

 Self-securing and self-defending cyber systems 

 Business and cyber security 
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Smt. Shubhamangala Sunil is explaining Business and cyber security. 

 

 
Smt. Shubhamangala Sunil is explaining the domaind needed security  
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August 23, 2021 (Day – 1, Session – 2) 
 

The second session of Day-1  was started at 11:30 AM. In this session,                           Smt. 

Shubhamangala Sunil explained the Social engineering. The participants were introduced with 

the practical examples of the following concepts: 

 Social engineering  

 Security technologies for protecting cyber systems and devices  
 

 Ransomware attack 

 

 
Smt. Shubhamangala Sunil demontrating the hand-on for encrypting the files 

 

August 23, 2021  (Day – 1, Session – 3) 
 

The final session of Day-1 started at 2:30 PM. In this session, Dr. Bipin Kumar Rai Professor & 

Head (Information Technology), ABES Institute of Technology, Ghaziabad explained Potential of 

Block chain technologies for privacy and security of Social network use cases. The participants have 

gained the practical knowledge on the following concepts. 

 Blockchain foundations  

 Blockchain architecture 

 Blockchain security 

 Blockchain privacy 

  Hyperledger, Ethereum 
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Dr. Bipin Kumar Rai is explaining the use cases. 

 

August 24, 2021  (Day – 2, Session – 1) 
 

Dr. Pradeep Kumar T S, Associate Professor, VIT University,Chennai acted as a resource person 

for all the three sessions of Day-2. Ms. C. Silpa, Assistant Professor, Department of IT introduced 

Dr. Pradeep Kumar T S to the partcipants. Dr. Pradeep Kumar T S has conducted the sessions 

on Cyber Infrastructure. The first session of Day-2 was started at 9:30 AM. In this session,       

Dr. Pradeep Kumar explained the implementation of Cyber Infrastructure. The participants have 

gained the practical knowledge on the following concepts. 

 Cyber-enabled critical infrastructure systems  

 Cyber-physical systems and Internet of Things 

 Special application domains such as smart grid, traffic management systems, autonomous 

driving, etc. 
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Dr. Pradeep Kumar T S, Associate Professor, VIT University,Chennai 

 
 
 

 
Dr. Pradeep Kumar T S is explaining the different types of attacks. 
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Dr. Pradeep Kumar T S is explaining the Research Opportunities 

August 24, 2021  (Day – 2, Session – 2) 

The second session of the Day-2 was started at 11.30 AM. In this session,                               

Dr. Pradeep Kumar T S has demonstrated the following topics: 

 Cyber Resilience and its simulations 

 Cyber Cities and Cyber Environments. 

 Ptolemy II - Simulation of Hybrid system 

 
Dr. Pradeep Kumar T S  simulating the Cyber Physical Systems 
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Dr. Pradeep Kumar T S  is Demontrating Ptolemy II - Simulation of Hybrid system 
 
 

August 24, 2021  (Day – 2, Session – 3) 

 

In this session, Dr. Pradeep Kumar T S   delivered practical simulation of Urban mobility using 

SUMO tool for Cyber Resilience He explained the various senarios of traffic mobility and also the 

various parameters of each vehicle.  

 

Dr. Pradeep Kumar T S  is Demontrating the SUMO tool 
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August 25, 2021  (Day – 3, Session – 1) 

The first two sessions of the Day-3 was handled by Dr. Sathish Babu B, Professor, Dept. of 

Computer Science, R V College of Engineering, Bengaluru. The first session was started at      

09.30 AM. Ms. Prathima, Assistant Professor, Department of IT introduced the resource person 

to the participants. He delivered a session on Intelligent Cyber Security Solutions. The participants 

have gained the knowledge on the following concepts: 

 Attack vectors 

 AI and adoption challenges 

 Benefits of AI in cyber security 

 AI in Cyber Security 

 Use of ML in Cyber Security 

           

                      
Ms. Ch. Prathima introducing the resource person to the participants 
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Dr. Sathish Babu B explaining the basic concepts 

 

 

August 25, 2021  (Day – 3, Session – 2) 

The second session of the Day-3 was started at 11.30 AM. He delivered a session on Cognitive 

theories and Cognitive Security. The participants have gained the knowledge on the following 

concepts: 

• Cognitive computing and AI 

• Cognitive Security? 

• Next era of security 

• Securing CPS 

• Computational intelligence perspective 

• Cognitive CPS 
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Dr. Sathish Babu B explaining the basic concepts of Cognitive computing and AI 

 

 

 

 
Dr. Sathish Babu B explaining the Cognitive Analytics 
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August 25, 2021  (Day – 3, Session – 3) 

The last session of the Day-3 was started at 02:30 PM. As a part of FIT INDIA movement and to 

promote it across the country, the session on “Decision Making and Stress Managent” is 

conducted. This session was delivered by Dr. B. Anitha, Assistant Professor (SL), Department of 

BS and H, Sree Vidyanikethan Engineering College (Autonomous), Tirupati. Ms. C. Silpa, 

Assistant Professor, Department of IT introduced the resource person to the participants. Dr. B. 

Anitha explained the following: 

 Right mode of thinking 

 Decision Making  

 Stress management strategies include controlling thoughts, goal setting, time 

management, task priority and realistic deadline settings, regular excercises and relaxing 

techniques. 

 

 
Dr. B. Anitha is explaining the Right mode of thinking. 
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Dr. B. Anitha is explaining stress management. 

 

 

August 26, 2021  (Day – 4, Session – 1) 
 

Dr. Sandeep Kumar, Associate Professor, CHIRST (Deemed to be University), Bangalore acted as 

a resource person for the first two sessions of Day-4. The first session of Day-4 was started at 

9:30 AM. Ms. C. Silpa, Assistant Professor, Department of IT introduced the resource person to 

the participants.  

 
Ms. C. Silpa introducing the resource person to the Participants  
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In this session, the participants have gained knowledge on the following: 

• Spider monkey Optimization  

• Artificial Bee Colony Algorithm 

 
Dr. Sandeep Kumar explaning the Spider monkey Optimization Algorithm 

 

 

 

 

Dr. Sandeep Kumar explaning the Artificial Bee Colony Optimization Algorithm 
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August 26, 2021  (Day – 4, Session – 2) 

The session 2 of the Day-4 was started at 11:30 AM. In this session, the participants have got 

exposure on Differential Evolution and Particle swarm Optimization algorithms. 

 

Dr. Sandeep Kumar explaning Paticle Swarm Optimization Algorithm 
 

 
Dr. Sandeep Kumar explaning Differential Evolution Algorithm 
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August 26, 2021  (Day – 4, Session – 3) 
 

The session 3 of the Day-4 was started at 2:30 PM. Dr. R. Padmavathy, Associate Professor, 

National Institute of Technology, Warangal acted as a resource person.. In this session, the 

resource person enlightened the participants with the concept of Block chain and its application. 

The related topics that are discussed in this session are: 

 Introduction to Block Chain Technology 

 Cryptographic algorithms used to create blocks 

 Applications 

 
Dr. R. Padmavathy is explaining the Block chain concepts. 

 
Dr. R. Padmavathy is explaining Crypotographic concepts. 
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August 27, 2021  (Day – 5, Session – 1) 

 

Mr. Amrendra Sharan, System Programmer (Group-A), Computer Science & Engineering 

Department, National Institute of Technical Teachers Training & Research Chandigarh,  MHRD 

Govt. of India, NITTTR Chandigarh acted as a resource person for the first two sessions of Day-5 

to demonstrate hands-on High-Risk Vulnerabilities in Web Applications. The first session of Day-5 

was started at 9:30 AM. In this session, Mr. Amrendra Sharan provided hands-on experience on 

the following concepts to the participants. 

• Demonstration & Hands-on: High-Risk Vulnerabilities in Web Applications & OWASP Top 10 

Security Risks. 

• IT Security Audit, Hands-on: Vulnerabilities Assessment and Penetration Testing (VAPT) using 

Open Source tools 

 

 
Mr. Amrendra Sharan is demonstrating the Vulnerabilities in Web Applications 
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Mr. Amrendra Sharan is explaining the OWASP Top 10 Security Risks 
 

August 27, 2021  (Day – 5, Session – 2) 

 

The second session of Day-5 was started at 11.30 AM. In this session, the participants have 

gained the practical knowledge on the folloiwng concepts: 

• Hands-on: Advance SQL Injection attacks, Cross-Site Scripting (XSS) attack, Phishing & 

CSRF Attack 

• Takeover of Web server & Techniques for safeguard from website hacking 

 
Mr. Amrendra Sharan is explaining the DVWP web application 
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Mr. Amrendra Sharan is demonstrating Cross-Site Scripting (XSS) attack 

 
 

 
Mr. Amrendra Sharan is demonstrating Techniques for safeguard from website hacking 

 

The valedictory function of AICTE Training and Learning (ATAL) Academy sponsored online Faculty 

Development Programme (FDP) on “Social and Bio-Inspired Cyber Threat Intelligence 

Defense Systems” was started at 02.30 PM on August 27, 2021. In the valedictory function,    

Dr. K. Ramani, Head and Professor,Department of Information Technology, SVEC suggested the 

participants to practice the concepts that are learnt in the FDP which help in improving the 
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personal skills as well as to train the students.  Further, Dr. V. Jyothsna, Coordinator of ATAL 

FDP requested the participants to give their valuable feedback on the FDP. 

 
Dr. K. Ramani is sharing her views with the participants in the valedictory function. 

 

 
Ms. Divya Divakar is sharing a valuable feedback on the FDP 

 
 

Dr. V. Jyothsna, Coordinator, ATAL FDP has proposed a Vote-of-Thanks. Initially, the coordinator 

thanked the Core team of ATAL for sponsoring the FDP to organize at the national level and also 

for their suggestions, support and guidance to conduct the FDP. Later, she thanked the 
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participants of various engineering colleges and government institutions across the country for 

their enthusiastic participation. Finally, she conveyed her heartfelt thanks to the management, 

Sree Vidyanikethan Engineering College (Autonomous), Tirupati, Andhra Pradesh, the Principal, 

Head of the Department, Information Technology for their constant support to make this event a 

grand success. At the end, she shared the link for the Assessment test. 

 
Group photo - 1 of the Participants 

 

 
Group photo - 2 of the Participants


